o + accounting for 90 percent of the 
xeports. . ‘BND regarded it as the linchpin of “ite 


| 
i 
17 
$ 
$ 


(U) The C-36, which eventually became known as the M-209 in American 
circles, was ideal for battlefield use. It was light, easy to carry, required 
ho electricity, and could ‘enciphered rate 

one every two seconds, In 1937 Hagelin journeyed to the United states 
peddle his wares, and there he first met Willian Friedman, The two men 
immediately hit it off -- they enjoyed similar interests, and stayed in touch 
with each other. Hagelin was again in the United States in 1939, trying to sell 
the C-36 and its successor, the C-38, and showed Friedman the improved machine, 


(S) When, in 1950, North Korean forces attacked the south, Army 
cracked the North's communications security like a nut in a vise. 
A year later that effort, too, was in tatters, a victim of North Korean 
communications security improvements. The codebreakers were to read none of the 
enemy's high-level systems for the rest of the war. 


(% And so American codebreaking entered into a period that CIA official 
.* When Dwight 


(S) When Hagelin arrived in Washington, he and Friedman went to dinner at 
Friedman's favorite haunt, the exclusive Cosmos Club. Over dinner, Friedman set | 
forth quite a different menu. to control 


AEN. The sale price was 25 million Swiss France, 
contract closing, and the remainder to be paid in two equal installments on 1 
dune 1971 ahd 1 June 1972. nageln had remarried in 1969, and insisted that a 
pension be provided for hia new wife - Elsa Hagelin (nee Svensson), his late 
wife's former nurse -- after his death, All decisions would be subject to joint 
(CIA-BND concurrence. 


In the late 1980s 


held periodic conferences to establish 
conferences undertook the role of a covert 


sha MINERVA equation in the 1960s, 
that owned Crypto AG, vas called 
a cryptonym, It was called FIDELIO, 


The Partners named their joint project THESAURUS. 


— the name to RUBICON. 
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Carter, it was critical to know 
was the ‘absolutely critical 
appreciate the situation and manage the 


Jate the Anerican hostages in Iran 


Profits (rr)  protit as a Percentage of Sales 
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directors. 


(B) Crypto Ad: Gales and Profits, 1970-1975 


to remain unwitting, and frantically tried to cancel the 
But NSA had been right. she 


unmoved, and Caflisch stayed. 


(8) Rick Schroeder was then introduced in his true CIA colors, and they 
hands. When 


(8) Years later, Henry recalled the lunch. He felt that he had been 
elend into a secret society, and had learned the secret handshake, These 
people had become colleagues engaged in a critical struggle for the benefit of 
Western intelligence. These were people he could work with. It was, he said, 
the moment in which he felt at home. This was his mission in life. 


(TS) The most lucrative target using influenced crypto was Iran. The 
Tranian target was 80-90 percent readable, thanks to the Iranian penchant for 
buying from MINERVA. In 1988, over 19,000 Iranian decrypts were turned into 
product reports, covering everything from hostage issues to the Iranian 
conflicts with other Gulf States. 


(S) For customers, the Buehler affair came as a shock. The Argentine Navy 
threatened to buy everything from other suppliers, and a government decision to 
make a major purchase from CAG was immediately placed under review. The 
Italians, always a little skittish about CAG products, seemed likely to fly out 
of the CAG orbit. The Saudis, the single biggest customers, halted orders 
pending clarification. The CAG salesman in Indonesia was having trouble 
defending CAG products, and appeared to have his own suspicions. Egypt began 
peppering the company with questions about crypto security. One of the few 
countries that showed little reservation waa Iran. It resumed its purchase of 
CAG equipment almost immediately. 


(S) The HYDRA affair was the most serious security breach in the history 
of the program, and its aftershocks continued to rumble through the end of the 
decade. But it did not cause its demise, and at the turn of the century MINERVA 
was still alive and well. It was a very narrow escape. 


7... E han liorap ne tas Since the German 
/ reunification of 1990, the Germans constantly reminded the Americans of their 
/ new status in the world. 

2. (S) The increasing need for infusions, which the Germans could ill 
afford. (Moreover, the involvement of a partner in the infusion mechanism made 
the process all the more complex and slowed down the arrival of the money into 
the CAG coffers.) 


